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SIP: Brief history

e Circa 1996

- Session Invitation Protocol (SIP)

- Simple Conference Invitation Protocol (SCIP)

* SIP + SCIP merged to form what we now know as the Session
Initiation Protocol.

* Part of the pantheon of Internet Engineering Task Force
(IETF) protocols:

- SAP (Session Announcement Protocol)
- SDP (Session Description Protocol)
(

- RTP (Real-time Transport Protocol)



SIP: Brief history

*1996 - 2002
- H.323 dominates the VoIP landscape.

-SIP is a relatively new entrant.

- March 1999: RFC 2543 published, revised as RFC 3261 in
June 2002.

- 1999 - 2000 3GPP/IMS adopt SIP as the standard signaling
protocol in IMS.

-H.323 starts to loose steam.



SIP: Brief timeline of my involvement

Took iSIP to 1 Bakeoff (11) — utility decreases.

SIP really starts to be viewed as a service creation tool
which will revitilize the telecom industry — the web
model.

RFC3261 released; iSIP. updated to rfc3261.

IMany field trials, no large scale deployments yet.

15IP becomes GA in PacketIM.

Took ISIP to 2 Bakeoffs (7,9) — only doing
advanced scenarios now.

H.323 vs. 5IP debate eases as each starts
to becomes more like the other.

Debates rage between SIP 15IP starts to get internal LU attention.

and H.323.

Our work in SIP/IN s Deployments start to happen (Vonage,
. Denwa, ... ).

5IP in the mainstream; one of the most
active WGs in the IETF.

Reuse of iSIP gives birth to siptrans.
Tremendous amount of internal LU
interest in i1SIP/siptrans.

Protocol starts to get ironed out (UDP
deprecation, SCTP support, )
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SIP: Basics

* Set up multimedia sessions
- Voice, video, instant messaging, gaming, ...
* Renegotiate call parameters
* “Forking” of calls
* Terminate, transfer calls
* Call control (hold, forward, transfer, ...)
* Transport independent (TCP, UDP, TLS, DTLS, SCTP)
* RFC3261 SIP: Peer to peer
* IMS SIP: Centrally controlled



SIP Architecture: Peer-to-peer
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Slide source: Prof. Henning Schulzrinne, Columbia University
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SIP Architecture: Peer-to-peer

Slide source

.................................................................................................

: Pr

SIP architecture: carrier

RTP audio

12850019141

Al
SIP
proxy
1
firewall
MNAPT
edge router
N -
CATYV
Ethernet

of. Henning Schulzrinne, Columbia University

122.112.40.185

SIP
proxy

firewall
NAPT

edge router i

104586



SIP Addressing

*SIP addresses are URL’s

 Examples

- sip:vijay.gurbani@nokia.com:5067
- sip:vijay.gurbani:passwd®@nokia.com
*To send a message, a SIP client can send it to a pre-
configured proxy, or use DNS
- Check for DNS SRV records
- Then check for MX records

- Finally, use an A record



SIP: Protocol components

* Clients
- End systems
- User Agent Client
- Send SIP requests
- User Agent Server

- Listens for call requests

- Prompts user or executes
program to determine response

* Redirect Server

- “Network” server; redirects
users to try other server (user
agent may act as redirect
server)

* Proxy Server

- “Network Server” Proxies request
to another server (user agent also
may do this)

- Can “fork” request to multiple
servers, creating a search tree

* Registrar

- Accepts/stores/serves registration
requests

- May interfaces with a Location
Service (LDAP, CORBA, RPC,
carrier pigeons...)

* B2BUA

.........................................



SIP: Protocol components

— Request )
SIP Redirect

Server

— Response

e Location Service
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SIP Transactions

 SIP is an UTF-8 based request-reply protocol.

A SIP transaction occurs between a SIP client and a SIP
server and comprises all messages from the first request
sent from the client to the server up to a final (non-1xx)
response sent from the server to the client.




SIP Methods (Requests):

* INVITE « OPTIONS
- Invites a participant to a - Queries a participant about
conference their media capabilities, and
- Conference can be unicast, finds them, but doesn’t
multicast, bridged, new or in invite
existence e ACK
*BYE - For reliability and call
- Ends a client’s participation in ~ acceptance
a call « REGISTER
* CANCEL - Informs a SIP server about
- Terminates a search the location of a user



Divided into 6 classes:

l-xx: Informational 2-xx: Successful 3-xx: Redirection

100 Trying 200 OK 300 Multiple Choices
180 Ringing 301 Moved Temporarily
4-xx: Request Failure 5-xx: Server Failure 6-xx: Global Failure
400 Bad Request 500 Server Internal Error 603: Decline

482 Loop Detected 501 Not Implemented 606: Not Acceptable

All 2xx, 3xx, 4xx, and 5xx responses are FINAL (terminates the SIP
transaction).

A 1xx 1s a PROVISIONAL SIP response.
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SIP Call Flow (Direct signaling between endpoints):

Caller

100 Tryin

Callee

200 OK

Time

Notes:

 (Caller media preferences specified in
INVITE.

* 1xx responses are optional.

» Callee media preferences are specified
in 200 OK.

IT TAKES ONLY 3 UDP PACKETS
TO ESTABLISH A SIP SESSION!!



SIP Call Flow (Redirection):

Location
Server

Redirect
. Somer Callee
INVITE vkg@lucent. com

302 Moved Temporarily

.= du
tact: vkgeiit.e
Con Note:

Ac . .
K vkg@lucent.com  Media flows directly between

200 OK

M

Time Time
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SIP Call Flow (Proxy Server):

Caller
INVITE vkg@lucent. com

Callee
Proxy Server

ACK v,

Time

200 OK

K g i i

I

NVITE vkg@ihmain -ih.lucent.com

AC

Time
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SIP: A prototypical stack layering

Transaction User
Stateless
Proxy : : '
UAS | UAC | Redirect | Registrar | Transaction- B2BUA

/Call-stateful
Proxy

Transaction

Transport

Syntax/Encoding
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SIP on-the-wire representation:

Request from client to server (proxy)

INVITE =ip:bobfbiloxi.example.com SIBSZ2.0

Via: S5IP/2.0/TCP client.atlanta.example.com:5060;branch=z%hG4bKT74b43
Max-Forward=s: 70

Eoute: <gip:ssl.atlanta.example.comslr>

From: Alice <szip:alice@atlanta.example.comsr;tag=9fxcedTas1l
To: Bob <sip:bobf@biloxi.example.comsr

Call-ID: 38482762982201885118atclanta.example.com

CS5eqg: 1 INVITE

Contact: <sip:alicefclient.atlanta.example.com; transport=tcp>
Content-Type: application/s=dp

Content-Length: 151

=0

o=alice 2E90844526 2E90844526 IN IP4 client.atlanta.example.com
a=—

c=IN IP4 152.0.2.101

t=0 0

m=audin 49172 RTB/LVE O
a=rtpmap:0 PCHMU/8000

©00000000000000000000000000000000000000000000000000000000000000000000000000000ctscsssstsctscsses NDKIA

18



SIP on-the-wire representation:

Request from client to server (proxy)

INVITE =ip:bobfbiloxi.example.com SIBSZ2.0

Via: S5IP/2.0/TCP client.atlanta.example.com:5060;branch=z%hG4bKT74b43
Max-Forward=s: 70

Eoute: <gip:ssl.atlanta.example.comslr>

From: Alice <szip:alice@atlanta.example.comsr;tag=9fxcedTas1l
To: Bob <sip:bobf@biloxi.example.comsr

Call-ID: 38482762982201885118atclanta.example.com

CS5eqg: 1 INVITE

Contact: <sip:alicefclient.atlanta.example.com; transport=tcp>
Content-Type: application/s=dp

Content-Length: 151

=0

o=alice 2E90844526 2E90844526 IN IP4 client.atlanta.example.com

a=—

c=IN IP4 152.0.2.101

t=0 0

m=audio 49172 RTEB/LVE O .
S Response from server to client

SIE/2.0 100 Tryving

Via: S5IBS2.0/TCP client.atlanta.example.com: 5060 :branch=z9%hG4bET74bf9
rreceived=1892.0.2.101

From: RAlice <sip:alicelatlanta.example.com>;tag=9fxcedTesl

To: Bob <sip:bobfbiloxi.example.com>

Call-ID: 3848276298220188511@atlanta.example.com

CS5eqg: 2 INVITE

Content-Length: 0O
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SIP on the wire representation:

S Response from server to client

Via: S5IBf2.0/TCP client.atlanta.example.com:5060;branch=z%hG4bET74bf9
rreceived=182.0.2.101

Record-Route: «<zip:=s=s2.biloxi.example.comylrs,
<sip:ssl.atlanta.example.com;1rs>

From: RAlice <sip:alicefatlanta.example.com>;tag=2fxcedTesl

To: Bob <sip:bob#biloxi.example.coms;tag=314159

Call-ID: 3848276298220188511fatclanta.example.com

Contact: <sip:bobfclient.biloxi.example.com; transport=ccp>

CS5eqg: 2 INVITE

Content-Length: 0O

©00000000000000000000000000000000000000000000000000000000000000000000000000000ctscsssstsctscsses NDKIA
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SIP on the wire representation:

S Response from server to client

Via: S5IBf2.0/TCP client.atlanta.example.com:5060;branch=z%hG4bET74bf9
rreceived=182.0.2.101

Record-Route: «<zip:=s=s2.biloxi.example.comylrs,
<sip:ssl.atlanta.example.com;1rs>

From: RAlice <sip:alicefatlanta.example.com>;tag=2fxcedTesl

To: Bob <sip:bob#biloxi.example.coms;tag=314159

Call-ID: 3848276298220188511fatclanta.example.com

Contact: <sip:bobfclient.biloxi.example.com; transport=ccp>

CS5eqg: 2 INVITE

Content-Length: 0O

SIP/2.0 200 OK

Via: 5IP/2.0/TCP client.atlanta.example.com: 5060 branch=z%hG4bE74bf9
sreceived=1582.0.2.101

Record-Route: <gip:=ss2.biloxi.example.com;lr>,
<gip:sel.atlanta.example. com: 1r>

From: Alice <sip:alicefatlanta.example.coms;tag=9fxcedTesl

To: Bob <sip:bobfbiloxi.example.com>;tag=314159

Call-ID: 38B48276298220188511@atlanta.example.com

CS5eqg: 2 INVITE

Contact: <sip:bobfclient.biloxi.example.com; transport=tccp>
Content-Type: application/sdp

Content-Length: 147

=0

o=bob 2890844527 28590844527 IN IP4 client.biloxi.examnple.com
=

c=IN IP4 192.0.2.201

t=0 0

m=audio 3456 RTE/AVE 0O

a=rtpmap:0 PCMU/8000

©00000000000000000000000000000000000000000000000000000000000000000000000000000ctscsssstsctscsses NDKIA
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SIP on the wire representation:

Request from client to server (proxy)

ACE sip:bob#client.biloxi.example.com 5IB/2.0

Via: S5IBf2.0/TCP client.atlanta.example.com:5060:branch=z9nhG4bE74b76

Max-Forward=s: 70

Boute: <=ip:=sl.atlanta.example.com;lr>,
<gip:issZ.biloxi.example.com;lr>

From: Alice <=zip:alice@atlanta.example.coms»;tag=9fxcedTesl

To: Bob <=sip:bobf@biloxi.example.com>;tag=314159

Call-ID: 3848276298220188511@atclanta.example.com

CSeq: 2 ACK

Content-Length: O

The session is now established and can be changed using a re-INVITE or
torn down using a BYE. The re-INVITE and BYE can be issued by either side.
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SIP state machines

SIP state transition — client

-""-[[ Initial }

w

INVITE
avent

[ sent =,
request sen INVITE C( Calhﬂg )

iﬁﬁ (Call pmceedin@ T
l staﬂb

£nelp
ACK BYE
status ( )
ACK Completed
-
Slide source: Prof. Henning Schulzrinne, Columbia University 32 g (for prﬂx}'}
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SIP state machines

SIP state transition — server

i i Initial ]]

i

: INVITE
@ 1xx

. CANCEI INVITE |
|

| 200 1xx o
o '{Callpmceedhlg)

callee picks up

status change

i failure
| ==300 200
|
| max(T1*2 ", T2) INVITE
| INVITE AT -
ey Failure Success CANCEL
| , 200
| |
32s ACK

wor 2% (Comimar ) ) cacel

message sent

Slide source: Prof. Henning Schulzrinne, Columbia University
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SIP: The specifications

* Core SIP protocol

- RFCs 3261, 3263 (Locating Servers), 3264 (Offer/Answer model),
3265 (Event Notification framework, or pub/sub), ...

* Public-Switched Telephone Network interworking

- RFCs 2848 (PINT: use SIP to invoke services in PSTN), 3910
(SPIRITS: allows a PSTN switch to ask IP element how to
proceed, ICW), 3398 (ISUP to SIP), 3960 (Early media), ...

* NAT traversal
- RFCs 5245 (ICE), 5626 (Outbound, reaching UAs behind NATs), ...



SIP Esoterica

‘nr ‘a
Scenario 1: Direct Communications between endpoints Gurbani, V.K., Willis, D., and Audet, F., "Cryptographically Transparent Session
Initiation Protocol (SIP) Proxies," Proceedings of the 2007 IEEE International Conference

‘q- E ‘, on Communications (ICC), pp. 1185-1190, June 2007, Glasgow, UK

Scenano 2 Communications across one proxy.

i«

Scenario 3: Communications across a two-proxy chain.

Cryptographically Transparent SIP Proxies

Sender Proxy Recpimt Senter Proxy Recapient
TCP handshake TCP handshake
| | 7Ls exchange (Client Helto, CONNECT o
Server Hellp, Certificate
exchange, Cipher negotiation) TCP handshake
TMVITE I COMMECT
TCP 200 CF 200 OK
TLS extchange (Client Hello,
Server Hello, Certificate TLS axchange (Clienl Helo, Saver Hello, Certificate sechange,
exchange, Cipher negotiation) Crpher negotation)
IMVITE
Application Data (IMVITE, 200, ACK)
I 200 OK 00 OO
ACK TLS shutdown
" ACK

TLS shutdown TCP stutdown
TLS shutdown

TCP shutdoam TCP shnatdown
TCP shutdown

L ] L} L L L r
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SIP Esoterica

Mitigating Mimicry Attacks in the Session

Initiation Protocol

Marchal, S., Mehta, A., Gurbani, V.K., Ho, T.K., State, R. and Sancier-Barbosa, F.,
"Mitigating mimicry attacks against the Session Initiation Protocol (SIP)," In
IEEE Transactions on Network and Service Management (TNSM), pp. 467-482,

12(3), 2015

INVITE sip:+16305551212@gl07b.example.com SIP/2.0
Session-Expires: 1800

Min-SE: 300

Allow-Events: calling-name,presence,reg

Allow: INVITE,ACK,CANCEL,BYE,OPTIONS,INFO,REGISTER,UPDATE
,NOTIFY ,SUBSCRIBE ,MESSAGE ,REFER,PUBLISH

User-Agent: tstsip, version feat442.pl

Supported: HistInfo,path,timer

Expires: 600000

Contact: <sip:alice@10.111.64.160:5099>;q=0.5

Max-Forwards: 55

Via: SIP/2.0/UDP 10.111.64.160:5099;branch=z9hG4bK-12911-0-478
CSeq: 477 INVITE

To: Called Test 13 <sip:+16305551212@gl07b.example.com>
From: Alice W<sip:+alice@gl07b.example.com>;tag=0rig-475
Call-id: Default_Label-12911-1254978872-0000012@0

v: SIP/2.0/UDP 10.111.64.100:5060;branch=z9hG4bK-otag-991
Route: <sip:pcgw-stdn.imsgroup.gl07b.example.com:5062;lr;bidx=0>
Route: <sip:scsf.imsgroup.example.com:5060;lr;ottag=ue>
Content-Type: application/SDP

Content-Length: 284

v=0

o=tstsipUser12 12911 476 IN IP4 9.0.0.12
s=tstsip offer Default_Label

c=IN IP49.0.0.12

t=00

m=audio 10000 RTP/AVP 0 8 101
b=AS:64

a=rtpmap:0 PCMU/8000/1

a=rtpmap:8 PCMA/8000/1
a=rtpmap:101 telephone-event/8000/1
a=fmtp:101 0-15

a=sendrecv

a=silenceSupp:off - - - -

INVITE sip:+16305551212@gl07b.example.com SIP/2.0
Session-Expires: 1800

Min-SE: 300

Allow-Events: calling-name,presence,reg

Allow: INVITE,ACK,CANCEL,BYE,OPTIONS,INFO,REGISTER,UPDATE
,NOTIFY ,SUBSCRIBE ,MESSAGE ,REFER,PUBLISH

User-Agent: tstsip, version feat442.pl

Supported: HistInfo,path,timer

Expires: 600000

Conta ct: <sip:alice@10.111.64.160:5099>;q=0.5

Max-Forwards: 55

Vi a: SIP/2.0/UDP 10.111.64.160:5099;branch=z9hG4bK-12911-0-478
CSeq: 477 INVITE

To: Called Test 13 <sip:+16305551212@gl07b.example.com>
From: Alice W, <sip:+alice@gl07b.example.com>;tag=0rig-475
Call-id: Default_Label-12911-1254978872-0000012,@0
v:SIP/2.0/UDP 10.111.64.100:5060,branch=z9hG4bK-otag-991,
Route: <sip:pcgw-stdn.imsgroup.gl07b.example.com:5062;lr;bidx=0>
Route: <sip:scsf.imsgroup.example.com:5060;lr;ottag=ue>
Content-Type: application/SDP

Content-Length: 284

v=0

o=tstsipUser12 12911 476 IN IP4 9.0.0.12
s=tstsip offer Default_Label

c=IN IP49.0.0.12

t=00

m=audio 10000 RTP/AVP 0 8 101
b=AS:64

a=rtpmap:0 PCMU/8000/1

a=rtpmap:8 PCMA/8000/1
a=rtpmap:101 telephone-event/8000/1
a=fmtp:101 0-15

a=sendrecv

a=silenceSupp:off - - - -
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SIP: Time to say BYE

Questions, comments, and feedback!
vijay.gurbani@nokia.com

................................................................................................



