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Disclaimer —

Everybody has lawyers:

The ideas and concepts set forth in this presentation are solely
those of the respective authors, and not of the companies
and or vendors referenced within and these organizations do
not endorse, guarantee, or otherwise certify any such ideas
or concepts in application or usage. This material should be

verified for applicability and correctness in each user
environment.

Since this is mostly about windows . . .
No warranty of any kind is available.
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Rules of the Room

e MOST of this is about choices and limits

e Advice is free, Decisions cost money:

— I'll give the advice

— YOU have to make the decisions |t

|F Rate quotes on decision making available after the presentation




GetOn'TheStick!!

This presentation

is structured and paced for Information
Technology Professionals familiar with
Microsoft Windows terminology and systemes.

If you are having difficulty . . .

PLEASE LISTON FASTOR
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When you can’t take a Laptop——""
Get on the Stick

3 ﬁi b -
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No-Laptop Travel

My Reasons

e Heightened Security (random seizure)
e Country entry restrictions

e Carry-on luggage limitations

e Tired of lugging that nineteen pounds
e VACATIONS

e 7 Got any other reasons ?







GetOnTheStick!!
The Main Issues —F

e TSA security restrictions

e TSA Random laptop seizure

e Country entry/exit restrictions
e Theft rates / hotel security

e Laptop / Toolkit Weight
— Exhaustion / Stress / Annoyance
— Bursitis / Rotator Cuff injuries
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Europe on a Keychain

e June/luly:

e Three week, three USB-drive vacation:
— London, Paris, Rural France

— Toolkit (2GDb)
— Portable Apps (1Gb)
— Photo Archive (30Gb)

— Internet Cafes, Airports, Shops, Hotels
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Security Issues

e If your PCis connected to the internet,
it is vulnerable.

e If your stick is plugged into a PC,
It Is just as vulnerable.

e Develop a start-up security routine.
You are the only one who will protect you.
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Application Issues

e Most tools you use are generic
— And easy to clone or borrow

e Some are specific to:
— Vertical Markets
— Business Discipline
— Job Function
— And may be harder to make portable
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Data and Applications

e |dentify your critical data

e Make it portable
— Formats / Usability
— Encryptions
— Independence
e Organize around portable apps
— You may have to learn a few new ones
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Using the “Stick Method”

e |f you're the sort that walks off without
your cellphone, loses your car keys, or
forgets the wife at the mall, then

e THINK TWICE about trying the stick

method. A stick is small, and easy to
leave “sticking” in someone else’s
computer. — or buy yourself a leash.
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The stick method e

e \Works for me (so far) in:

— Internet cafes
e (LHR CDG BWI MSP ORD SJC LGA)

— Demo machines in Stores

— Hotelling Offices with Desktops
e (BP IBM Alcatel NIST)

— Family and home machines
— Machines in hotels / libraries
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Information Issues

e | ots of software collects and sends
information on your activities.

e XP is no different than web sites - TURN
OFF all the optional info transmissions

— |IF you can find them.

e XP Anti-Spy is my favorite tool for this
problem. AND it works from a stick!
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Content Issues: Know Thyself ——%'

e Your Patterns of use are important
— Places, networks, environments
— Hours per day, Minutes per session
— Volume of Data, Number of Apps

e Stand alone apps vs. network access
e Private / public / VPN network use
e Stability of your applications
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e You don’t have to tell anyone else, BUT

e Tell yourself the truth about:

— On-the-road app use

e Critical vs. Convenient vs. Nice

e Are you REALLY going to use it ??
— Need for Data

e Critical vs. Convenient vs. Nice
— Data security level

e Risk level

e Loss consequence

e Policy

These things influence many of your choices
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Environment Goals:

e Stability

e Easy for YOU to use

e No data left behind

e 99 Percent less weight
O Percent less effective
FAST as possible
Easy to Clean off
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Application Strategy

e |f You travel A LOT:

— Should contain everything you might use
— Backed up or Sync’d to a base station/ HD

e If You travel occasionally:

— Should contain most things you might need
ON THE ROAD

— Data re-synch’ed or re-copied before each
trip or after major changes.




GetOn'TheStick!!

Application Strategy

e |f you can stand the sluggishness,
Use the stick all the time
— Verifies the apps work
— Ensures current data
— Develops backup & unplug habits
— Keeps the bookmarks current
— Portable is portable even in town
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Data Strategy

e Only take what you need

e Don't assume.
e Back it up.

e Test any needed synchronizations
e Don't assume.
e Back it up again.
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Security Strategy

e Protect the stick
e Secure your data
e Encrypt if important

e Take your own scanners
— Virus / Trojan / Spyware
— And maybe a firewall

e Separate sticks for Apps & Data ??
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Portable Applications

e Two competing USB Stick software tools

— U3 and CEEDB
e Software.U3.com
e Ceedo.org

— Neither one very good (yet)

— U3 Getting Better

— Both have stick-specific licensed clones
e Lexar, Sandisk, Seagate, etc. offer them.

e LOTS of applications have been converted
for use on ANY stick

e LOTS of tools and simple apps are stand-alone .EXE

e GoTo Portableapps.Com to get started

PoRTABLEAPPZ. BLOGSPOT.COM
7. YDUR DIGITAL LIFE, ANYWHERE ™




= PortableApps.com - Portable software for LUSB drives | Your Digital Life, Anywhere™ - Mozilla Firefox

File

qj

Home Applications Suite Forums Development Support e

Edit  Wiew  History  Bookmarks  Tools  Help

s - | \ T 5
- - & (2 | hitpyiportableapps.com Br| P = [Gl]cooq |4
|1 %ahoo L1 HotMail L1 Email WP Yahoo @ Forecast @ Radar Loop |1 Metro Google |1 apcu |1 Wahoo! C&I L1 Schwab >
L} Sign In P Sign i fo Yahoo! ZEEDD - Google Search @ Ceado - Extend Yoursalf L:‘i PortableApps.com - ... G

PoRTABLEAPPS.COM
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The NEW Portable Apps Suite™  pragrams alang with all of your baokmarks, LEARN MORE...

zettings , email and mare with you. Use them

on any Windows computer . &I without
leaving any personal data behind.

What's New
Today's big news is that Portabledpps
Suite 1.0 has been released! This
Open :
integrated package of portable
Pl:urtable.ﬂ-.pps.c-:um prl:-\-'ides a trul':.-' apen SthwarE includeg prular programs
platform that works with any hardware vou like Firefox, OpenOffice.org and
like (USB flash drive, iPod, portable hard Thunderhird along with an integrated
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- Reqister for a Free Account
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£ sunbird Portable addreszs. t's 100% free to use, free to copy
£ Thunderbird Portable

& Wic Meda Player Portable

and free to share.

£ Make a Dunatiunl
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My Kit Is Based on the
PortableApps.Com Suite

The PortableApps.Com site is a SAFE place to start.

There are portable app collections all over the web.

PoORTABLEAPPS.COM

YOUR DIGITAL LIFE, ANYWHERE

h: 2007 Microsoft Office system
UE 2007 Microsoft Office system
2007 Microsoft Office system
ll? 2007 Microsoft Office system
7-Zip Portable
"% abiword_Portable_2.4.5
% adobe ImageReady C52 Portable
% Adobe Photoshop CS2 Portable
Q Astonsoft DeepBurner
iz ClamWin Portable
ContextEdit
4 DiskPie
i) everest
FileZilla Portable
Foxit Reader
‘) Free Atomic Clock
i FSResizer
e Gaim Portable
A GIMP Portable

a Lavasoft Ad-Aware SE

Partabledpp (G:) T4{ME Free of SEEME

PORTABLEAPPS.COM

YOUR DIGITAL LIFE, ANYWHERE
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E OpenOffice.org Writer Portable
B ShellExYiew

&) Skype

= spyBot-sp

(¥ Start PortableApps

W grart

=] started

i1 sudoku Portable

L @ Sunbird Portable

————
X Partabledpp (G:) T4/IME Free of SEEME

YOUR DIGITAL LIFE, ANYWHERE

ﬁ OpenOffice.org Impress Portable
E{ OpenOffice.org Math Portable
E OpenOffice.org Writer Portable
E ShellEx¥iew
&1 Skype
5 spyBot-sp
l:) Start PortableApps
W crart
[Z] started
11t sudoku Portable
@ Sunbird Portable
=7 Sysinternals autoruns
Q Sysinternals Rootkitrevealer
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D uro Application
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£ ¥MPlay
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Install and Customize

e Start with basic apps

e Use everything before you leave town
e Make sure data moves both ways

e Make a backup copy
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Basic Applications

e Browser

e Mail reader

e Spreadsheet

e Presentation tool

e |[nstant Messaging Client

e Text Editor / Word Processor
e Graphics Editor / Photo Tools
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Plan and build your personal stic 2

e Decide on “Must Have” apps first
e Assure your data can move
e Buildand TEST your environment

e Back it up before you leave.
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Test It Thoroughly

Invested thought and effort before
you leave the house/office/country with a
memory stick will avoid painful, frantic,
last-minute efforts on the road / in front
of the customer / in the motel late at
night .... And so forth.

NOW - go build yourself one !
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Any Size Can Play

e 256Mb = Brows_e_r_ 2 1Gb = PA Suite

\




Start Simply — just a browser ~ GetOnTheStick!!
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Start Simply

e PortableApps.com
— Try their suite and add to it later - OR -
— Pick your own set from their list
— PA suite is a good basic tool set
— Site provides applications and advice

e Easy to add your own apps to a working
“PortableApps” stick
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U3 Is still out there

e Still harder to use (just a little)

e Packaging app available
— Easy to use
— More apps include “.U3P" installs
— Some Mainstream tools available

e Getting much better
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YDUR DIGITAL LIFE, ANYWHERE

5_3 ClamWin Portable
!- Firefox Portable
ﬂ Gaim Portable
E OpenOffice.org Base Portable E Pictures
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§- OpenOffice.org Impress Portable h Explore

ﬁ[ OpenOffice.org Math Portable

E OpenOffice.org Writer Portable
1!l Sudoku Portable

'E Sunbird Portable
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Helpful Tools

e Goodsync
e Thinstall

e PStart

e Stinger
e RootkitRevealer

GetOn'TheStick!!
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-- specific to sticks

-- creates portable app
(Now called ThinApp)

-- alternate launcher

-- Standalone virus/trojan scanner
— rootkit detector from Sysinhternals
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Helpful Sites

PortableApps.com
PortableAppZ.blogspot.com
Theinfobox.com
NedWolf.com
JohnHaller.com
Software.U3.com
Ceedo.org
Programurl.com/Utilities
Everythingusb.com
En.WikiPedia.org/wiki/list_of_portable_software
The Loose Wire Blog
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Turn Off Computer
End of Part |




My Sticks by Type

e Portable Applications

e Technical Toolkit

e Encrypted Data

— (Under development)

— (Still risky)

GetOn'TheStick!!
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Encrypted Data Problematic ( '

Still some problems with the hardware

Secure USBE Memory Stick Hack
by Alan Parekh @ 5:04 am. Filed under Electronic Hacks, Complex Hacks

Mot everything that costs lots of mmoney and comes in a velvet case s good quality., Sprites
mods has a good article about hacking a “secure®™ USEB memory sticl;, It seems that the
manutacturer braolie all the rules when attermpting to implement security,

*Seemingly, the checlking of the password and the unlocking of the sticl are two separate
processes, hoth initiated from the P, From the point of wiew of the sticlk, they’'re both
separate processes and unlocking can happen just fine If no valid password is entered,
This i= a Big Flaw, &=z an indication to how big: The best sticks handle all the encryption
tosfrom the flash themselves and dont keep a password at all: the fact that the data can't
be decrypted without it mmakes it safe. The mediocre sticks staore a password inside the
flash-controller and checl: it against a password sent by the PC before unlocking the
flash-mermory., This wawvy, the password can™ be found by reading out the flash-chip
maually. The bad ones do the same but store the password on flash. The Secustick is
even worse than that: it stores the password on flash and lets the PZ do the walidation,
while as soon as the stick gets stolen, the PC it is put into is completely non-trustworthy

Thanks Seelkabit.
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Questions
o
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Portable Tools

~ Collected So Far ~




The Sticks
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NEED IT THAN THE REVERSE !

"?\ .,
BETTER TO HAVE ONE AND NOT sy t?l

1

58
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Tools for Defense

A toolkit is essential for self-defense.

Decide what you want to do before you
select tools.

A few tools can minimize surprises and
improve life quality.

There are LOTS of tool categories; not
everyone needs a tool from each.

A Sample toolkit is available
as a starting point

My favorites follow — some freeware, some
shareware, some purchased software.
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Tools : TweakUl

—p]
L3+ Tweak Ul

About
General

- Focus
Mouse Places Bar

Howver (#) Show defaul
Wheel
- X-Mouse
t- Explorer
;
) Taskbar
; - (Erouping
Desktop
- First Ican
My Computer
Drives
¢ - Spedal Folders
: - Control Panel
- Templates
- Command Prompt
t- Logon
s F.epair

Show Back button on File OpenfSave dialog
Remember previously-used filenames
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Tools: XTEQ x-setup

lzij X0 OEM Info Picture.xpl - Xteqg Systems X-Setup

File Selection Extra Favorites Programs

Help

@ All ¥-5etup Plug-ins
= |:| Appearance
|'_'| [7 Control Panel
[+ OEM Icons
[#-[ 7 System Icons
#-[27] Windows 2000/XP Icons
|:| Desktop
&[] Explorer
[+ [ Files&Folders
{77 Interface
-5
-7 OEM Information
[+ Start Menu
[+ System
[+ [ ] Taskbar
|+] {211 Hardware
-7 Information
&1 Internet
-7 Metwork
#-[27] Program Options
[#-[C7] Startup/Shutdown

Ready

— DEM Picture

Select Picture | C:\WINNT\System 32/0EMLOGO BMP | B

Apply Changes (F9)

Description —

¥ou can select any picture you want, but for best usage it should be
not bigger than 180x 114 pixels. MOTE: Any existing OEM picture will be
overwritten!

To see the picture, select "Start”™ | "Settings” | "Contral Panel” and dick
"System”.
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Tools: XP Anti-Spy

1‘:‘!‘:’ XP-AntiSpy V3.72 - Windows XP Professional -
Special  ?

4 MediaPlayer Functions
% Do not acquire licenses autornatically
I Dizable identification of player by websites
I Dizable autamatic codec download
’ji:F Errar reparts
I Dizable errar reports
I Dizable error reports for critical emaors
'jf,fﬁ Mizcellaneous Sethings
w* Explorer: Turn off rematedesktop suppoart
I Don't synchranize with internet-time
¥ Set RegDone=1
I FRemove MS-suppart uzer
I Delete Alexa registy entry
[0 Don't show BalloonTips anymoare
[ Clear pagefile at shutdown
» Don't statt MS Messenger with Dutlock Express
[ Dizable limiting of bandwidth
[ Officei<P; Don't send enameparts
[ Enable fast shutdown

(1S Mediaplayer

| Apply zettings |
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Tools: XP Anti-Spy ——F

e Control of personal information is g
: QWD
always important. t:]
* Produced during the WPA paranoia

wave . .. Still useful.

e MS does not always disclose collection
and/or destination of information unless
coerced.

e Other vendors will copycat.




i startkd 4.01
ile  Edit Options Help

B started - Build: 4.0.1.3

EY = (] =3 ey > &

Feload Restore SanE Backup Launch Delete

Marne; ITransparentB e dnk

Command line! IC:'I,XParenHE'l,TransparentB.e:{e

|Startup Folder j

Start method:

Marne | Command line | Start method

ransparentB.exe. Ink
[FIHA zoreslarm Pro.nk
E Ez'Ware EzDesk.Ink
[+ (¥ retPersec. Ink
u ZursarsP
j HP Mebwork Registry Agent
E Twieak LI
% AkarmicTime
™ Inerocheck
B Jccapp
j ccReqyfy

ChxParentd 2\ TransparentE, exe
04 Tools ZoneAlarmzapro, exe -nopopup

| CHWINNT\EzDesk. exe

[ Tools\MetPerseciMetPersec, exe

Cuh ToolsY Cursor P CursorkP, exe -5
CAWINNT| System32\HPNR.A EXE
RUMDLLZZ . EXE TWEAKUL CPL, TweakMellp

| DA ToolshAtomicTime! AtomicTime. exe s

CWINMT svstern 32 NeroCheck, exe

"Z:\Program Files\Common FilestSymantec Shared, .,
" Program Files\Cammon Files\Symantec shared), ..

Skarkup Folder
All Users Startup Folder
All Users startup Folder
all Users Starkup Folder
Current User Run
Local Machine Run
Local Machine Run

' Local Machine Run
Local Machine Run
Local Machine Run
Local Machine Run
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Tools: AdAware SE

“2 Ad-Aware SE Personal

N
L . | \ ¥ .
AN e AN _/_:: | fr —=s
B WES N _!___IIJ' N BN Sl Nl
LNy .I_LJI.‘: :.E:J:_':.,-:_-.'.'_'!l _L' T .'.L:E:.-\..... o .L‘l.":“'_,.—"ui_l. Llh'.l.l.. el

CetOne tic

[ Status

| Ad-Aware SE Status

Initialization Status

@. Scan novy

& Definitions file SETRZ3 16.02.2005 Loaded

B Aty Usage Statistics

Ad-Watch status
Last systermn scan
Objects remoaved total 2
Total Ad-Aware scans 1
Objects in ignare list 1]
Objects guarantined 2

Acd-onz

ﬂ,‘ Help

Mot available
11-10-2004 12:26:18 P

Cpen ignore list

Dpen guarantine list

Status ok Ad-Aware SE initialized

Check for updates now

Feady

| 4

y,

Add-Syvare SE Personal, Build 1 .05

k!




Tools: Pserv

p-nand-q.com

kL psery 2.2: services on local machine

Display Object Templakes Options  Yew 7

[P eI RR RN e =N S >
Service | Section | Stat... | Start |T~_.fr:ue | Pat {H
Met Logon MNetlogon Manual Shared C:HWfﬁfﬁ]T&SyStemBEHISaSS.exe
(05 RSWP RSP Manual Process.., COAOWINNTYSystem32\rsvp.exe -5
Femote Procedure Call (RPC) Locataor FpcLocatar Manuwal Process COWINNT System 32 locator.exe
MetMeeting Remote Desktop Sharing MAMsrye Manual  Process.., COWINNTYSystem32\mnmsryo.exe
Distributed Transaction Coordinator MSOTC Manual Process COMINNT\System32ymsdic.exe
Windows Installer MSIServer Manual  Shared ... COWWINNTYSystem3IZ\MsiExec.exe A
MSSQLServer MSSQLServer Manual Process CAMSSOLAbinnsglseryr.exe
Internet Connection Sharing Sharedaccess Manual  Shared ... CAWWINNTYSystem3Zisvchost.exe -k ne
Metwork DDE NetDDE Manual Shared COWINNT sy stem32netdde exe
Metwork DDE DSDM MetDDEdsdm Manuwal  Shared COWINNT system32ynetdde.exe
Fouting and Remote Access Femotesccess Disabl... Shared ... CAWINKNTSystem32svchost.exe -k ne
Femote Access Auto Connection Mana.,, Rasauto Manual  Shared ... CAWINKNTSystem3 2\ svchost.exe -k ne
Morton Antivirus Auto Protect Service Havapsye .. Auto..,  Process "CovMorton Antivirus\navapsyoc.exe”
Iomega App Services lomega App Services w. AUto...  Process "CANPROGRA~ 1V omegal Sy stem3AAnET
DMS Client Dnscache .. Auto...  Shared COWINNTYSystem32hservices. exe
Protected Storage Protectedstorage v Auto.. Shared .. COAYWINNT\system32\services exe
TCR/IP MetBIOS Helper Service LmHosts .. Auto... Shared COWINNTYSystem32hservices . exe
Femote Access Connection Manager RasiMan v Manual  Shared ... CAWINNT\System32ysychost.exe -k ne
Truetector Basic Logging Client minilog v Auto.., Process.., CAVAINNT system324\ZOMELABS minilo
Messenger Messenger .. Auto...,  Shared COMWINNT System 32y services.exe
Femote Reqistry Service FemoteRegistry . Auto..,  Process COMWINNT system32regsye.exe

Server lanmanserver .. Auto...  Shared COWIMNNTSystem32iservices. exe

il

Femnte Drocadore ©all FIRE) RrrSe Stn Sharad CAMTRINT S wstem 2 P ewrhnet -k rarss
4




M 4.01% TaskInfo2003 T

File Edit Wiew l;u:inf'lguratif:un Tools  Registration Help

x| 4] 8]0 ]o]

MMaplO<1M

I CRAP<100

(]

Process J 2| CPUGraph [LT % CPLU System |EPL| | &l Open Filesl Eu:unneu:tiu:unsl Dri'\-'ersl os

+ Intermupts Time 0.57% CPU Clack MHz 1000 % Idle Pri Threads
+ DPC Time 099% 1.03% % CPU 4% % |dle 95.99%
+1dle 95.99% I“ BE15% CPUs Mumber 1 [ueue for CPU n

= 2 Procezses 33 Threads 345
deskniness 19| R 01% M s 538 HWintshs 53z
+ services.exe 0.43% 0.3z7% TatalPhEE 785976 Free PhKR 505,960
+ leditexe 0.49% 051 File Cache KB 72444 File cache peak KB 74615
+ ¥plorer. exe n4a8% Free Vit KB 1120544 Committed KB 154 420
R 0233 Paged Pool KB 57,252  WNonPaged Pool KB B.836
+ Syt 0093 MF.?H Swap KB B36.5Y6  Swapin Uze KB 13.864

N age Faultz/s B

+ CursoiP exe 0.03% Page InsKB/s 0 Page Outs KB/s 63
+ 3MEs.exe File Read KB/s 7 File "ite KB /2 2
+ Win|gggn_ege File Reads/s 18 File Wwiitess 12
Client Fead KB/= 0 Clientwinte KB/ 0
St Trangmit KB/z 0 Srv Receive KB/ 0

+ lzazs. ene

+ svchost.exe

+ zpodlsy. exe
+ ccEviMrexe Gereral I Hudulesl File= | Handles] Eonnecﬁonsl Erw | "u"ersiunl
+ svchozt exe

+ hpwebjetd. exe

+ AppServices exe
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Tools: Fresh Diagnose

(11 FreshDiagnose - [Personal License]
File Info Benchmark Help Support Site

U AE RS R <4

Refresh Up Save Print Report Windows Hardware Devices Metworks  Multimedia  Resources

=l @ FreshDiagnose
E® ] Software System, Software System
2} Hardware System This module contains information about your computer's software system.
i IEh Drives

B Display Adapters | -m @ % P
5% Keyboard e [

LB Mouse | Accessibility Appearance Engines Environment File Fonts Libraries Memary
i g Printors Associations

: ;,i Parts 2 d 2 y —_

- E Plug and Play e I &) ‘:j & %
P | OLE Objects  Operating  Scheduled  Servi Shell Fold StartUp  SystemFiles  Syste
Lo [ jec perating edule ervices ell Folders rtlp ystem Files ystem
‘;g Network and Internet | System T Policies

ﬁ Winsodk

i@ Internet Settings |

g Internet Explorer ' ® @

B2 Network Timezone User and
: - MNetwork Resources [ Lacale Info
= % Multimedia
¢ M Multimedia Devices

b4 DirectDraw
b4 DirectSound
t-¢# Hardware Resources
[=h

+-1=| snapshot
#-f:7y Benchmarks
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Tools: SiISoft Sandra

i SiSoftware Sandra

File Modules Wiew Tools Help

JEI l\ NIERSL =
.ﬁ.dd Mew 5ystem Mainboard  CPU 2 '-.-'u:le-:n '-.-'-.flnd-:nws Drives Ports Kevboard  Mouse Sound
Module  Summary  Informa... BIOS In... .ﬁ.CPI In... Syskem ... Memary.,. Informa... Informa.., Informa... Informa... CardIn..,

@ BT 8B R A

Printer and ~ MCI i WinSock  Processes  Modules Directy  Mebwork SCsl Font  IP Metwork
Fax Info.., Devices.., Informa... Informa... Informa... Informa... InFu:urma . Informa... Informa... Informa... Informa... Informa...

% B 9 o 2 M & & 9 [ 2.

Remote  OpenGL Services  ATAJAT... CPLI CPU File CO-RO.,.  Memory  Cache &  Mebwork...
Access .., Ydeol... Informa... Informa... oo orithme,.. Mulki-Me,.. System ... Benchmark Bandwid... Memory,.. Bandwid...

m LS a @ 5 B

Hardware DM I Plug &F‘Iav Config.sys MsDos.sws Sysken.ini  Win.ini Book.ini AutoEx...  Config.nt
IRQ Se... Sethtings  Settings Resources Enumer..

D EEY » &4 2w o

Environ... Ewventlog File Types Installed  Installed Combined  Burm-in WebUp... Perform,.., Createa PCI AGP, CMOS
Yariahles Applicati... Programs Petform...  Wizard Wizard  Tune-u... Repor... CardBu... Informa...

For Help, press Fl lActivated Modules
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Tools: TCP Network Optimizer

FE SG TCP Optimizer (Windows XP)
File Help
Settings l Other Settingsl Ma:-:MTLl] Latency [F'ING]] Hegistr_l,l]
3 Dialup 3 DsL 3 DSL [PPPoE] i#® Cable Modem 3 Extreme

Metwark, Adapter selection

|Flealtek RTL3169/83110 Family Gigabit Ethernet NIEj b ambd TL |

[ ] Dan't madify Nebwark, Adapters
[ ] Modify &1 Metwork Adapters IP adress : 10.230.250.142 |

TCP Recerve Window : 15 Tirne to Live [TTL] I_
MTU Digcovery : |
Black Hole Detect : | Mo TLF 1423 Dptions -
Selective ACKs :
b aw Duplicate ACK=

i® iCurrent settings! ) Optimal setings ) Custom settings

=4

E it




Tools: DriverManager

* " Driver Manager

- Infarmation: - —
Diriver Manager Yerzion: 1,02
Befresh
Inztalled Dirivers: 2238

System Startup:'.r
Automatic Startup: 14
Marual Startup: 115
Dizabled Startup; |47

CetOne tic

EEX]

Drivers Started: 142
Drivers Stopped: 93
Drivers Pauzed: 0

—

Marne i Dizplay Mamne

j Description 1 Startup Type

J Statuz

i Event Log |

Abiosdzk
abp480n&
ALCPI
ACPIEC
adpulB0m
aec

AFD
agp440
BAhalbdu
aicBu
aicy Buy
Alilde
amszint
Arpdic
Appn
Appndypi
AppnBase
Arp1394
Azapi

asc
azc3350p
azcdnh0
£

Properties

&FD

Remove

Microzoft kernel ...

Intel AGF Bus Fil...

1334 ARF Client...

dizabled
dizabled
dizabled
dizabled
dizabled
matal
ayztem
bt
dizabled
bioat
dizabled
dizabled
dizabled
manual
manual
automatic
manual
manual
system
dizabled
dizabled
dizabled

AFD Mehwarking...

1334 ARF Client...

Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Running
Stopped
Running
Stopped
Stopped
Stopped
Running
Running
Running
Running
Stopped
Running
Stopped
Stopped
Stopped

Yes
“es
Yes
Yes
Yes
Mo
Mo
Mo
“'es
'es
'es
“'es
“'es
Mo
Mo
Mo
Mo
“es
Mo
“es
“es
“eg
|




Tools: DriverManaaoer

Driver Properties

* " Driver Manag —
i~ Intarmation:

- |mformation: Dirivver: ik,
: Internal Mame: [CVitd S%'S

B Company: Cizco _S.ys.téms, Inc. N . ;
————]_ File Version: 4.0.0.108 Quaipal £1= Hane: |

S—— e — - g ":I
Product Mame: Cizco Spstems WPMN Client Has Event Logging?: |

Product Yerzion: 4EI
Language: English [United States] (0409, Uricade [0480)

Statuz: Stu:upped

ath: system32\DRIVE RS ACVirtd, sys

Properties

Settings: -
Dhizplay M ame: 1Ei$u:u:| Systems VPN Adapter REG_5Z

Description: | REG 52
Remove =
Type: 1|:||:||:||:||:||:||:|'| REG_DWwORD

Tag: 00000011 REG_DWIORD
Ermor Contral: {00000001 REG_DWORD

Giroup: [NDIS REG_SZ
Depend On Group: 1 REG_S52

Depend On Service: | REG 52

i~ StartupT vpe: -
" Book Sestem  Automatic % Manual Disabled
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Tools: GRC.COM ——F

e Steve Gibson still writes in Assembler

e Several single-use utilities
— UPNP shutoff

— Vulnerability tests
— Raw socket switchoff
— Network Neighborhood on/off

e All fast, clean & safe
e GRC.COM/download
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ToolKit Websites

e Don't forget Microsoft:
— MS Antispyware beta
— MS Memory Diagnostic
— MS Reg Clean
— TweakUl (and others in XP Powertoys )
— The Resource kit tools

— OP Sys Built-in Tools
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Tools: MS Management Console-

Certificates

certmgr. msc

Indexing Service

Ciady. msc

Computer Managerment

Comprmgmt. msc

Device Manager

dewmgmt. msc

Disk Defragmenter

dfrg.msc

Disk Management

disk mgmt. msc

Event Yiewer

evenhewt, msc

Shared Folders

fsmgmt. msc

Sroup Policy

gpedit. msc

Local Users and Groups

luisrmgr. msc

Removable Storage

ntmsmgr. msc

Removable Storage Operatar
Fequests

ntmsoprg. msc

Performance

perfmaon. msc

Resultant Set of Policy

Fsop. msc

Local Security Settings

secpol.msc

Services

SEryices. msc

Windows Management
Infrastructure (WMD)

W i rmg it mmsc

Component Services

COMEexp. msc
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ToolKit Website Pointers

TweakUI

—  http://www.microsoft.com/windowsxp/downloads/powertoys/xppowertoys.mspx
XTEQ X-Setup

- http://www.xteq.com/products/xset/

XP Anti-spy

—  http://www.xp-antispy.org/

StartEd

—  http://www.outertech.com

Spybot S&D

- http://www.safer-networking.org/en/download/

Adaware SE

- http://www.lavasoftusa.com/software/adaware/

PServ

—  http://p-nand-qg.com/download/pserv_cpl.html

Taskinfo

- http://www.iarsn.com/taskinfo.html

FreshDiagnose

- http://www.freshdevices.com/freshdiag.html

SiSoft Sandra

- http://www.sisoftware.co.uk/dload/sware_figure.php?&a=&langx=en
TCP Optimizer

- http://www.speedguide.net/downloads.php

Driver Manager

- http://www.|5sg.com/products/downloads/drivermanager/index.php
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Session Handout CD

File Edit ‘iew Favorites Tools  Help

“_'11 Back ‘-._/'I l? frﬁ seatch l-ijl Falders *—v" ._:.':a x “’

Address | v ####1455C0 Y

Fclll:lers Mame » Size  Type Date Modified

= E () Disk 1 on 'Cpiserve’ A D AINBrURkmEs File Folder 818/2006 9:28 PM
[_;I #HER14550D0 ()& JAssruntime File Folder Bia/2006 6:15 PM
17 #AlVBruntimes [)#MS_dotMET_Runtime File: Folder 8/a/2006 6:15 PM
15 #24%Aruntime | I£)51455_Baltimare File Falder 5/5/2006 6:16 PM

#7) #MS_dotMET _Runtime [)SHARE_Session_Tools File Folder BI9/2006 12:23 PM
[#-7) 51455 _Baltimare @]CD_‘:DHtEHtS.rtF 1 KB Rich Text For,., 8/8/2006 6:23 PM

|7 SHARE_Session_Tools
] IE] #a#Portable Backup
#7) ###Tool_Backup

¢ | i
f objects 841 bytes 'a Local inkranet




Session Toolkit

r
®% SHARE_Session_Tools

Fil=  Edit

M_'_I',l Back

Vi

Favorites Tools  Help

x\_.fl l? ’;\] Search

[;j:_“‘ Folders

[# 3 X ¥ -

TER
.z:-

Address |Lf? WA R R 14550 SHARE _Session_Tools

OE

Folders

&0

SHORE_Session_Tools
[ ADaware
#-I7) DriverManager
#-{[7) Ewida
#-1=) FreshDiagnose
i) GibsonFreeware
F-7) M3_MemDiag
#-{5) M3_RegClean
#-=) M5-DefenderBetaz
() M3-Malswwremowver
#-7) Metstumbler
F-151 PSery
[*-1=) REGhacks
[7) Sisoft Sandralite
#-15) SpyBotsD
#-) STARTedit
H-7) TaskInfo
(7] TCP_Fixes
*-1=) Tech_Doc
L) TweaklI_xP
#-17) windows_Service_Finder
1) WNTipcfg
) BWP-Antispy
H-T) ®TEQ Msetup
#Rx#Portable_Backup

MName = Size
Iffl ADaware
If:IDriverManager
[==3Ewida

| =)FreshDiagnose

[ GibsonFreaware
IIMS_MemDiag
[==3M5_Regllean
[T)M5-DefenderBetaz
[CZ)MS-MalSWWrermaver
[aMetstumbler

f{'_"] PSery

I T)REGhacks

I2) Sisoft Sandralite
|1 SpyBaksD
I)STARTedit

7 TaskInfa

I TCP_fixes
[3Tech Doc

() Tweakul %P
[T)windows_Service Finder
[ WhTipchg

) %P-antispy
[CT)4TEQ ¥setup

B wp_ Toolkit,rtf 3KE

Dake Modified
902006 12:23 PM
1902006 12:23 PM
gI9f2006 12:21 PFM
SI9f2006 12:21 PM
§19/2006 12:23 PM
SI9f20068 12:23 FM
SI9f2006 12:22 PM
Gf9/2006 12:20 PM
81902006 12:20 PM
BI9f2006 12:20 PM
SI9f2006 12:20 FM
81902006 12:20 P
SI9f20068 12:23 PM
SI9f2006 12:22 PM
1902006 12:21 PM
1902006 12:22 PM
BI9f2006 12:20 PM
SI9f2006 12:22 PM
§i9/2006 12:21 PM
SI9f20068 12:21 PM
BI9f2006 12:23 PM
1902006 12:21 PM
902006 12:21 PM
BI8/2006 9:41 PM

Tvpe

File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
Rich Text Far...

24 objects

'Q Local inkranet




